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Day 2
Protecting 
Personal 

Information



– Identifying what 
constitutes personal 

and sensitive 
information



Personal 
Information 

(PI)

● Full name
● Home address and email 

address
● Phone number
● Identification numbers (driver's 

license or passport number)
● Online identifiers ( IP, cookie 

ID)
● Financial information (bank 

account, credit card numbers)
● Physical appearance ( photo )
● Employment details (job title, 

work history)



Sensitive 
Information 

(SPI)

● Racial or ethnic origin
● Political opinions
● Religious or philosophical beliefs
● Trade union membership
● Genetic data
● Biometric data for unique 

identification (fingerprints, facial 
scans)

● Health-related data (medical 
records, physical or mental health 
diagnoses)

● Data concerning a person's sex life 
or sexual orientation

● Criminal records (in some 
jurisdictions)



Key 
Distinction

The main difference lies in the 
potential impact of exposure. 
While the misuse of general 
personal information might 
cause inconvenience, the 
misuse of sensitive information 
can lead to severe 
consequences like identity theft, 
financial fraud, discrimination, or 
social exclusion



GDPR
CCPA /
CPRA

Data privacy laws worldwide, 
such as the GDPR in Europe 
and the CCPA/CPRA in 
California, enforce stricter rules 
for handling sensitive 
information, often requiring 
explicit consent for its collection 
and processing



– How to protect 
personal information 

online



http://www.youtube.com/watch?v=JO55V34EnK8












– Understanding 
privacy settings on 

social media and other 
online platforms



Privacy settings have 
the same core but 

different 
implementation



http://www.youtube.com/watch?v=w_QdpSryyUE




http://www.youtube.com/watch?v=lyf78zry_pk


http://www.youtube.com/watch?v=yC8lqAQuwKo


Quiz

https://wayground.com/join?gc=05076006&source=liveDashboard


– Using VPNs for 
enhanced privacy



http://www.youtube.com/watch?v=0oQhWPwsMJQ


- Best ad 
blockers



http://www.youtube.com/watch?v=o5o_re4UjHg


– Introduction to ad 
blockers and 

privacy-enhancing 
browser extensions



http://www.youtube.com/watch?v=yf3aWfhB09w


Thank you!!


